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About the Trends in Security report
For five years already, Trends in Security has been the report containing the key trends
and developments in the domains of public order and security. The various authors not
only give a clear vision, but also pioneer insights and intelligent solutions on the cutting
edge of security and liberty.
We also had TNS NIPO conduct a survey of the Dutch public. The results provide insight
into the opinions and perceptions of Dutch citizens in relation to public order and security.

The full report or individual essays (in Dutch) can be downloaded at
www.trendsinveiligheid.nl
You can request a hard copy by email:
trendsinveiligheid.nl@capgemini.com
Utrecht, May 2015
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Preface
Trends in Security 2015 marks our fifth anniversary. In writing this preface we looked
back on the previous editions, which had the following themes:

2010: Working together on security. (Bring together and
coordinate the many initiatives)
2013: Digital security is a
prerequisite for a digital
society (reliability and
integrity of data).

Trends in Veiligheid 2014
Digitale ketensamenwerking

2011-2012: Changing roles for
government, businesses and
private citizen (new forms of
cooperation)

2014: Digital collaboration between
organizations (the role of information
in successful chain cooperation)

The theme for 2015 is Digital services in the domain of
security.

that take years to fathom and implement. As such it is
understandable that last year’s theme is still topical.

Looking back, we recognize a number of common
themes since 2010:
• Cooperation, both within and between organizations
and stakeholders
• (Digital) security
• Information provision and digitization

But a great deal has changed as well. Many organizations in the domain of public order and security have
since taken significant steps. In this edition you will find
examples of digitization projects that have been successfully implemented. But also examples of situations,
processes and chains which still offer many opportunities for further digitization.

We also see that the theme for 2015 closely resembles
that of 2014. Has nothing changed?
This question could be answered either in the negative
or the affirmative. Digitization has really just started.
Digitization and chain cooperation involve processes

Another significant difference lies in the fact that the 2014
edition focused on chain cooperation, while the 2015 edition concentrates on services of a public organization.
There has been a turnaround: “from looking out to looking in”: what are the needs of the other parties involved?
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Digital services in the domain of public order and security
will undergo substantial changes in the years to come.
For example:
• Virtually all the government institutions involved are
working on “portals” to actively communicate and
share data digitally with various parties involved.
• Police officers have digital support while on the street.
They have direct access to all sorts of information via
telephone or tablet and can also communicate (digitally) with many different parties.
• Paper is disappearing, causing processes to be simplified and accelerated, but also causing a number of
administrative positions and duties to disappear.
• Citizens/customers are becoming less reactive and/or
service-oriented and more self-sufficient.
• In the “ZSM process”(a Dutch methodology to settle
jurisdictional cases as simple, soon and selective as
possible), the parties involved have direct access to
relevant information that helps them make the right
decision. This includes information about the person
involved and his environment as well as information
about similar situations and past decisions.

in the neighborhood, for instance. And to be able to act
promptly, based on that information. The implementation of digitization and chain cooperation is still facing
many challenges. It is useful in this context to learn from
the experiences of other organizations.

But digitization is not only needed in order to ensure
that processes can run more efficiently and effectively.
The better use of data is also necessary in order to keep
the Netherlands safe. And to ensure citizens continue to
feel safe. To collect information on jihadism. And on terrorism. But also on crime on a smaller scale: burglaries

Happy reading!
On behalf of Capgemini Nederland B.V.
and Capgemini Consulting

Capgemini supports digital transformations worldwide.
We also conduct academic research in cooperation with
the Massachusetts Institute of Technology (MIT). The
results of this research were recently published in the
book “Leading Digital, Turning Technology into Business
Transformation”. You will find a brief summary of this
trend-setting book in this edition of Trends in Security.
Successful digital transformations require a combination
of digital vision and leadership and digital capacities.
In this edition of Trends in Security you will see a few
recognizable examples of this. We are proud that
Capgemini was able to play a role in many of these
examples. We would also like to support the government in effecting its own digital transformation in the
years to come.

Utrecht, May 2015
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Management Summary of
Trends in Security 2015
Digital services in the domain of security
Four out of ten Dutch residents sometimes feel unsafe
(41%). The number of people that sometimes feels unsafe
has increased significantly compared to last year. The survey measures subjective safety. The report Crime and Law
Enforcement from the Research and Documentation Center
(WODC) indicates that the number of actual incidents has
in fact decreased over the past ten years. At the same time,
almost two thirds of Dutch residents want to be able to communicate digitally with the government and almost half of the
Dutch want more digital communication from organizations
in the security domain. This year the Trends in Security report
focuses on digital services.

Figure 1: 4 out of 10 Dutch residents feel unsafe
sometimes to often

Figure 2: How important is it to you to be able to
communicate digitally with the government and
submit or receive forms digitally?

2%
4%
9%

don't know

21%

very unimportant
unimportant

52%

neither important nor
unimportant
important
very important

12%

2015
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What opportunities does the digital era present?
The seventeen articles in the report are devoted to examining various aspects of this
trend in further detail, starting with an article that gives a bit of a warning: in practice,
many technological innovations prove difficult to implement. The key to speeding up
this process lies not in the technology, but in how the innovation is organized. The
opportunities presented by the digital era can be seized quicker and better by applying four new organizing principles. The first article explains these principles and a
number of tips for concrete interventions.
Many organizations in the security domain are currently working to improve their digital services. Technological developments intensify the contacts between citizens, professionals and security organizations, meaning that services can be provided faster,
less expensively and more effectively.
• The Quality and Innovation (KEI) program enables the justice system to be more
closely geared to the digitized society and make its procedures more accessible,
faster and simpler.
• The generic case consultation-supporting system (GCOS) facilitates better cooperation between justice, healthcare organizations and local authorities. As a result,
complex problems among juveniles can be addressed with more of an individual
focus.
• The introduction of a Business to Employee App provides better support for the
work of security professionals on the street, also making their work more efficient
and more appealing.
• Better digital information exchange between public and private enforcement
officers reinforces supervision and enforcement.
In this trend report, every one of the initiatives mentioned above is explained, indicating how this digitization can best be implemented. The research that Capgemini
Consulting has been conducting together with the Massachusetts Institute of
Technology (MIT) since 2012 provides a framework for this. The question posed
by this research was: “How do large organizations apply innovative technology?” It
emerged from this that a distinction had to be made between “what” and “how”. The
“what” concerns the digital capacities and technologies. The “how” concerns how
these digital capacities are introduced. A good combination of both results in organizations that can call themselves “digital masters”. These organizations prove to
achieve significantly better results than comparable organizations whose approach to
digitization is not as smart.

Figure 3: Security organizations (like police and defense) should
make more use of digital communication and interaction in the
event of crises/disasters or to prevent crises/disasters.
strongly
disagree

5% 9%

30%

39%

9% 8%

strongly
agree
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Trust as a factor for success
The government set itself an important objective in the Government Digital 2017
implementation agenda: Dutch citizens and businesses have the right to handle all
their matters with the government digitally from 2017. All the information relevant for
citizens and businesses must also be available online. This ties in with the results in
our report, that the majority of Dutch residents (64%) would like to be able to handle
matters with the government digitally. We see three trends in this report, however:
1. The use of open data in the Dutch security domain is still relatively limited.
2. Just 43% of citizens trust the government to handle its data securely.
3. Just 30% of citizens trust the government to protect privacy.
These points are preconditions for the success of digital services. In chapters six and
seven, these points have therefore been elaborated and a number of ways of dealing
with these are presented.

Figure 4: I trust that the
government protects my
privacy sufficiently.

6%
4%
21%

strongly disagree
40%

Citizens want to help (digitally)
For the purposes of incident prevention or incident management, 48% of the Dutch
would be willing to use digital communication with the security organizations (see
figure 3), for example through the use of social media. Two-way traffic and smart
data is important in this context. Every disaster or crisis is unique. Based on the citizen’s need for information, it is precisely those information sources which provide
the citizen (in case of emergency) with the perspective for action which should be
used. This is reinforced if the involved citizens themselves can also add information
from and about the disaster area/incident location. A great new initiative in relation to
police investigation involves the use of internet technology to add a second screen to
the Dutch AVROTROS television program “Opsporing Verzocht”. During the broadcast, (additional) information can be provided via smartphone, tablet or laptop and
citizens can pass on tips to the police anonymously. About 81% of citizens are also
willing (to some extent) to help the government by providing information via social
media. But we also see a decrease with respect to last year in the percentage of citizens who say they are willing or very willing to do this.

don't know

disagree
neutral
agree

29%

strongly agree
1%

2015

Figure 5: There are many initiatives that require your help in making your neighborhood or country
safer. To what extent are you willing to help the government via social media? If so, via which
social media would you be most likely to do that?

Yes, somewhat to very willing

5% 7%

14%

43%

Website

27%

willing

Police app

23%

somewhat willing

SMS

19%

unwilling

Facebook

12%

entirely unwilling

Twitter

3%

Other, specifically

4%

very willing

31%

2015
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The government as coordinator
The risk of a proliferation of initiatives is that too much may be asked of the citizen:
NL-Alert, Ready2Help, SOS Alarm, 112-Nederland, Buurtwhatsapp, Yazula, Amber
Alert, the police app, burgernet are all initiatives to alert or involve the citizen. Some
public, some private. If the same incident is communicated to citizens via several initiatives, these citizens (86%) expect the message to be identical. This requires coordination. The government taking on a coordinating role ensures that initiatives are not
competing for the citizen’s attention. Coordination introduces cohesion and as such
reinforcement of the common purpose.

Figure 6: If I receive a message from the government via multiple
warning initiatives (e.g. burgernet, NL-Alert, etc.), I expect this
message to be the same.
strongly
disagree
1%
11%

50%

36%

2%

strongly
agree

Digitization makes new approaches possible
Digitization has enabled targeted cooperation between public and private parties in
the security chain. For example, the net-centric approach in which an up-to-date
shared (information) picture and the immediate availability of relevant information
ensures better interventions. The experience with the net-centric approach could
also be applied to supervision (inspections). A great deal of information has been digitized but cannot yet be made available to the supervisory bodies (in real time). This
presents an opportunity to detect risks early on and prevent disasters. The way in
which this kind of cooperation can be realized in relation to one single specific social
issue is described in the programmatic network approach (article 13). Many security
issues are characterized by:
• Different manifestations of the problem;
• absence of any natural owner of the problem;
• problems are symptoms of other problems.
A programmatic network approach provides aids for bundling the required expertise
and contributions from the various actors involved.

Security and resilience
Digitization in the domain of security requires extra attention. After all, the security
domain involves high risks and enjoys constant media attention. The nature of the
information is usually confidential and trust between emergency service providers
is a crucial factor during deployment. This context means that all initiatives for digitization must satisfy a high standard of information security. A Security Operations
Center is an organizational division (or service) specifically set up to detect and prevent cyber-security incidents early on. It combines technology for monitoring, preventing and detecting digital break-ins (or leaks) with a procedure for quickly handling
incidents and guaranteeing the continuity of the organization. As such it contributes
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to safe digital operations. Despite the increased importance of
reliable and safe digital processes, many people outside of the
ICT and security departments seem to be difficult to convince.

Figure 7: More digital communication and
service provision increases the need for cybersecurity
strongly
disagree

Figure 8: The government is well-prepared for a
breakdown in its digital services, such as DigiD,
digital tax return system.
strongly
disagree

13%

31%

0%

11%

17%

1%

1%
8%

27%

50%

35%

strongly
agree

5%

strongly
agree

Protecting the Netherlands, one of the most digitized countries
in the world, also requires that the ministry of Defense recalibrate its strategy. The small-scale hacker operating from his
basement has now been overtaken by industry, cyberspace is
partly being militarized and most geopolitical conflicts have a
cyber component. The Defense department will therefore have
to be the service provider for the Dutch State and its citizens
when it comes to the digital domain.

And what if something nonetheless goes wrong? Then an
organization has to be prepared for that! Just 12% of the
Dutch think that the government is well-prepared in the event
its digital services break down. Organizations in (and outside
of) the security domain must shift their attention from constantly raising the digital walls (the ability to defend) to the
capacity to take resilient action so that the inconvenience to
citizens, customers and their own business processes is minimized. Practice is essential in strengthening this resilience.
This also contributes to awareness among the organizations
and employees involved: digital services cannot succeed without trust, and digital security is a prerequisite for that trust.

About the author
Drs. Erik Hoorweg MCM
is vice president at Capgemini Consulting and is responsible for the
domains of public order and security. For more information about the
domains of public order and security you can contact us at
trendsinveiligheid.nl@capgemini.com
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Making the most of digital opportunities means organizing differently
Drs. Erik Staffeleu and Volken Timmerman

How can organizations in the
security domain make strong
improvements to their ability
to innovate?

Highlights
• Organizations are becoming too complex.
• Professionals are the key to more effectiveness.
• Make the performance delivered to the citizen the
main priority.
• Capitalize on the power of short innovation sprints.
• Make progress visible.

Step by step together toward digital
services in the justice system
Maarten van den Berg MSc and Marnix de Graaff MSc

Does effective digital service
provision demand a change
in the internal organization?
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Highlights
•

KEI Supervision: digital services for 2,500 professionals and 60,000 civilian administrators.

•

You do not just take the internal organization
along because a client wants to go digital.

•

Balance between uniform and flexible digital services.

•

Ensure that the change aspects people & organization, processes, information and technology
are integral and are supported.

Digitization enables customized
multi-problem case-handling in
youth care
Ferry de Rijcke, Josca Smallenbroek MSc and drs. Con Sadée

How can digitization
facilitate coordination
between partners in
youth care?

Highlights
• A digital facility to support coordination between
the justice department, care providers and local
governments is possible.
• The focus in this is on process support.
• Guaranteeing privacy and flexibility in process execution are the most important points for attention.
• Security firms have amassed a great deal of experience in cooperation between the justice department, care providers and local governments in
handling complex cases.
• Digital facilities like the GCOS offer possibilities for
coordination and alignment in the social domain
under new municipal direction.
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A custom app ensures a youth
worker is better prepared on
the street
Wender van Mansvelt MSc, Theo van Ruijven MSc and Maaike Willemsen MA

How do you create an
application that makes
your employee’s work
both more appealing
and more efficient?

Highlights
• The time has come for the government too to start working on
apps that support its employees.
• The uniform or suit is already tailored to the job, now it’s time
for the app!
• With the help of an “employee journey” we create an app that
provides the user with optimal support.
• By bringing together context, substance and technology, we
are developing a customized professional app.

Leading Digital - from technology
to organizational change
Edwin H.J. Kok MBA

How can an
organization
become a ‘digital
master’?

Highlights
• An organization becomes a digital master by strengthening digital capacities
and developing digital leadership.
• Digital capacities can be strengthened by structuring the digital channel based
on the customer perception, good alignment with the internal organization and
development of a digital business model.
• Digital leadership is secured by developing a digital vision, setting up management and developing IT capacities.
• Digital transformation: this is just the start of the journey!
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The new privacy regulation
requires a risk-based approach
Lieke Schepers MSc, Jule Hintzbergen and Roger Wannee

Does the Privacy
Impact Assessment
(PIA) suffice for the
lawful processing of
personal data?

Highlights
• Growing globalization and digitization has prompted a reform of
the privacy directive in 2015.
• Increasingly more personal data are being recorded and shared
(data incorporated in biometric passports, for instance).
• The introduction of the requirement to report data leaks and the
mandatory Privacy Impact Assessment.
• The scope of the Privacy Impact Assessment as an instrument for
assessing risks.

Open data and privacy
Drs. Melle van den Berg and Christian le Clercq MSc

How can data be
made available
responsibly in the
security domain?

Highlights
• Open data presents possibilities for adding value and reducing risk.
• Open data presents the opportunity to increase public involvement.
• The open data policy of the Dutch government is very promising.
• The security domain is lagging behind other sectors significantly in
this area.
• Privacy risks must be a focus from the start in this context.
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The digital dialogue during crisis:
two heads are better than one
Maaike Willemsen MA and Evelien Zuidam MSc

How do crisis
apps satisfy the
information needs of
both the government
and the citizen?

Highlights
• Young people in particular want to be notified about crises via
NL-Alert (69%).
• Technological development offers opportunities to stimulate selfsufficiency among citizens.
• New insights can be arrived at with the help of big data.
• An app can be used to provide the citizen with the perspective for
action and the government with the information it needs for crisis
response.
• The citizen’s trust in the government is a prerequisite in order to
arrive at effective data and information exchange.

Digital services offer new possibilities for police investigation
Martijn van Rijn MSc, Karina Rauh MA

What organizing principles
result in optimal use of
knowledge, information
and energy from the public
for investigative work?

Highlights
• Digitization offers opportunities for the public to contribute to investigative efforts.
• Citizens not only respond to appeals from the police, but
increasingly take the initiative themselves.
• In order to make optimal use of citizen participation, four
organizing principles are essential.
• It is important that police and justice officials contribute
expertise on the principles of proportionality and subsidiarity observed by the judiciary.
• Without this expertise, the initiative loses its added value.
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Alerting initiatives competing for the
citizen’s attention
Drs. Erik Staffeleu and Eva Miltenburg MSc

How do we create
effective cohesion
in alerting citizens
and requesting their
assistance?

Highlights
• There is a growing number of initiatives in the security domain aimed
at alerting the public.
• These initiatives are in competition for the citizen’s attention.
• Each separate initiative serves a fine societal purpose, but also contributes to the negative effects of too many activated citizens.
• Proportional use is needed, so that the efforts of citizens and professionals reinforce each other.
• The family of alerting initiatives must be seen in connection with
each other in order to test the effect of the proliferation in initiatives.

Digital information exchange is the
key to success in supervision and
enforcement
Sjoerd van Veen MSc and Gijs Daalmijer MS

How do digital services
provide support in the shift of
supervisory and enforcement
duties within the security
domain?

Highlights
• The police are no longer the only enforcer in the
public domain.
• The (new) enforcer must be better supported.
• The enforcing party has the required information
available at all times and at any location.
• Digital services make information sharing more
accessible.
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Net-centric supervision: the
supervision of the future
Drs. Evert Voorn, Erik van den Berg and Drs. Stijn de Keijzer

Highlights
The supervision of the future assumes:
• Digital service provision and chain processes, in other words ‘digital unless’.
• Net-centric work processes.
• Government cooperation with the public and with businesses based on an up-to-date, shared information position.
• Smart use and re-use of the good existing examples of innovation and successful facilities from various government
domains.

A programmatic network approach
within the security domain
Franc Haverkort, Drs. Erik Hoorweg MCM, Eva Miltenburg MSc
and Karina Rauh MA

How can network cooperation
remain flexible and still add
value?
Highlights
• Security issues are usually complex in nature.
• Tackling complex security issues requires contributions
from a number of different players.
• Network cooperation still does not consistently result in
effective tackling of security issues because there is no
single integrated approach.
• The programmatic network approach provides a stepby-step plan to effectively set up a network with a view
to constant improvement and evaluation of the network’s justification for its existence.
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Prevent digital break-ins with a
Security Operations Center
Michail Theuns MSc and Roger Wannee

How do you
set up an
effective Security
Operations
Center?

Highlights
• Security incidents cause not only possible financial loss, but often also
reputational damage among citizens, customers and chain partners.
• An SOC ensures that digital attacks are detected early and can therefore
be prevented as much as possible.
• The SOC combines technology with processes and procedures to handle incidents and keep the organization ‘in business’.
• A hybrid SOC combines external expertise with in-depth knowledge
from the organization itself.
• It is geared to the current needs of the organization and knowledge of
the employees, but also ensures that the SOC can continue to grow
towards the future.

The business value of security
starts with a common framework
Drs. Laurens van Nes

How can security
attach itself to
the primary
process?

Highlights
• Digital security benefits from a strong security business case.
• The business case is strengthened if security is connected to the
departments in the primary process.
• This connection can be achieved by developing a common framework.
• In the framework, security becomes one of the sources for comprehensive risk management.
• The business value of real-time security intelligence is still largely
underestimated.
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Turnaround needed for digital
strength
Mr. Patrick de Graaf and Robin de Haas

How should military
cyber capacities
continue their
development in order to
protect the Netherlands?

Highlights
• No digital transformation without digital security.
• The digital world has become militarized.
• Military cyber operations offer new geopolitical opportunities.
• Full-fledged cyber operations only with industrialization of
approach.
• Industry can accelerate the development of cyber operations.

Resilience in the event of digital
service breakdown
Dr. Roeland de Koning and Maaike Willemsen MA

Is your organization prepared for a
breakdown in digital services?
Highlights
• Research indicates that just 12% of the Dutch think that the
government would be well-prepared if its digital services
were to break down.
• It is not the question whether digital services will break down
at some point, but rather to what extent and how adequately
an organization will be able to recover in the event of disruptions and failure.
• The emphasis of the security measures shifts from the ability to defend to resilient action. This is tested by means of a
“cyber stress test”.
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Thought leadership
Are you interested in other publications? In addition to our annual Trends in Security
report, we also publish other reports, studies and white papers that may be of relevance to you. An abridged list has been included below.
You can find a complete list of our publications at
www.capgemini.nl and www.nl.capgeminiconsulting.nl

Staying Ahead in the Cyber Security Game
Download via
www.nl.capgemini.com/cybersecuritygame

This book addresses the most current and relevant topics in the area of cyber
security. The book is focused on the organizational, corporate governance
and management aspects of security and leaves complicated technical issues
out of consideration. Every chapter examines one of the latest developments.
Immerse yourself in the area of cyber security so that you can acquire the
knowledge you need to protect your business.
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World Quality Rapport 2014
Download via
www.worldqualityreport.com

The World Quality Report is the result of a collaboration between Capgemini,
Sogeti and HP Software. The report is set up based on the findings of a
global survey conducted via interviews with 1,543 CIOs, IT directors / managers, VPs of applications and quality assurance directors / managers in 25
countries. The research results are interpreted and substantive commentary
is provided by more than 40 subject-area experts in the area of testing.
The research covers a number of different business sectors and countries.
The surprising outcome is that 52% of the money budgeted for testing and
quality assurance is spent on expanding the existing IT landscape. This usually involves new mobile and big data applications and systems. At the same
time, the research results show that there is more attention to quality, the
reliability and user-friendliness of applications.

Digital Transformation Review n° 7
Download via
www.nl.capgemini-consulting.com/digital-transformation-reviewndeg-7-strategies-for-the-age-of-digital-disruption

The sixth edition (February 2015) of Capgemini Consulting Digital Transformation
Review focuses on digital disruption. Since 2000, 52% of companies in the
Fortune 500 have either gone bankrupt, been acquired or ceased to exist. These
are challenging times for companies as the speed, volume and complexity of
change intensify. Disruption can happen at any time, in any sector, and its effect
on traditional organizations can be fundamental. How can organizations survive
and thrive in the age of digital disruptions? We posed this very question to a panel
of industry leaders, academics, startup founders, analysts and technology gurus
from three different continents.
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Blogs
Our consultants and thoughtleaders work on a daily basis with organizations, processes, policy, management and
set-ups within the broad domain of security. They frequently publish articles on our blogs in order to keep you updated about new insights, trends and developments.

Security and Justice chain Blog:
Laying the links in the security domain and
enhancing its performance.

Go to the blog via
www.nl.capgemini-consulting.com/
veiligheidenrechtsketenblog

Trends in Security blog:
Blog about trends and developments in the
Public Order and Security domain.

Go to the blog via
www.capgemini.nl/tivblog

Partnership
The Hague Security Delta (HSD) is the largest security cluster in Europe.
In this Dutch cluster – with its core in the region of The Hague and close
cooperation with Twente and Brabant – companies, governmental bodies and knowledge institutes collaborate in innovations and knowledge
development in the area of security. With the shared ambition of achieving
more activity, more jobs and a safe world. The beating heart is the HSD
Campus, the national innovation center for security in The Hague.
www.thehaguesecuritydelta.com
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About Capgemini
With almost 145,000 people in over 40 countries, Capgemini is one of the
world’s foremost providers of consulting, technology and outsourcing services. The
Group reported 2014 global revenues of EUR 10.573 billion.
Together with its clients, Capgemini creates and delivers business and technology
solutions that fit their needs and drive the results they want.
A deeply multicultural organization, Capgemini has developed its own way of working,
the Collaborative Business ExperienceTM, and draws on Rightshore®,
its worldwide delivery model.
Capgemini Consulting is the global strategy and transformation consulting organization
of the Capgemini Group, specializing in advising and supporting enterprises in significant
transformation, from innovative strategy to execution and with an unstinting focus on
results. With the new digital economy creating significant disruptions and opportunities,
our global team of over 3,600 talented individuals work with leading companies and
governments to master Digital Transformation, drawing on our understanding of the
digital economy and our leadership in business transformation and organizational change.
Learn more about us at:

www.nl.capgemini.com
www.capgemini-consulting.nl
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