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Preface
In this, the sixth edition of our trend report on the security domain, people are
the central focus; people as self-reliant citizens, victims, policymakers, or as
professionals on the frontline. People as the impetus for digital renovation,
but also as a user and as a target group. How do people balance out the
digital opportunities with the security threats?
As the ancient Chinese philosophers said, every new development has the
seed of an opposite development. Could this also apply to security and privacy?
The opportunities arising from digitalization are by far not yet exhausted.
Think about biometrics, quantum computers or virtual reality. However, these
new technologies also introduce new vulnerabilities such as the disappearance
of backup options, network risks, loss of privacy and ultimately the decline of
trust in the digital community. We see that too many organizations and individuals look at the opportunities but they neglect to see the vulnerabilities.
The awareness of how organizations deal with personal data is very low
among Dutch citizens. To protect them against this lack of awareness the
government implemented stricter legislation and regulations. The Mandatory
Data Breach Notification and the General Data Protection Regulation (GDPR)
are examples of this. The Cybercrime III Bill also helps by offering investigative
agencies more options for digital investigations.
How do you deal with these new trends? We hope this publication of Trends
in Security will provide you with concrete guidelines to answer that question.

Happy reading.
On behalf of Capgemini Nederland B.V. and Capgemini Consulting

Erik Hoorweg
Vice President

Paul Visser
Vice President

Utrecht, June 2016
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Management summary
Trends in Security 2016
Digitalization changes society. Driven by the wishes of the customers and citizens, public and private organizations are transforming at a high pace, which also affects the security domain.
This edition of Trends in Security centers on the opportunities
and threats for the self-reliant citizen, for victims and for the
professional service provider. 75% of the Dutch population is
aware of internet crime. This is a seven percent increase compared to last year, which makes one confident that the citizen
is resilient in the digital society. After all, every form of behavioral change begins with awareness. Public awareness is raised
when security incidents are announced in the media.
Awareness regarding privacy matters turns out to be quite low.
Only 31% of the Dutch population pays attention to whether
the application requires private information when installing
the app. Choosing whether to use an app is mainly motivated
by its cost. In exchange for using a free app, users are asked
to give access to their personal data, which makes privacy a
means of exchange and payment. As the first article explains,
many users are not aware of how much data an app has access
to at the time that the terms of agreement are accepted.

Figure 1: To what extent are you aware of the dangerous sides of internet use such as cybercrime,
viruses, phishing mail, spam or visiting fake websites?
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Figure 2: Which aspects affect the decision to
install an app?
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41%
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use the app

34%
33%

reviews
Whether the app will request
access to private data

Other, namely...

This leads to new legal dilemmas for digital investigative efforts.
Right now, internet detectives have limited legal options for
collecting digital evidence and investigating suspects. The
Cybercrime III Bill is still controversial, but it gives the police
more leeway to access computers of suspects. This bill is an
adequate response to the wishes of the majority of the Dutch
population: 89% of the Dutch think that the government should
be more active against cybercrime and 81% support the additional authorization to back-hack the computers of suspects.
Most of the Dutch (83%) are also amenable to sharing personal
data with intelligence services, but only after their explicit consent.

31%

Whether I will have to
pay for the app

To protect citizens against this lack of awareness the government implemented stricter legislation and regulations. The
Mandatory Data Breach Notification as part of the Personal
Data Protection Act and the GDPR are actual examples of this
protection. The government searches for a balance between
security and privacy. Discussion about this balance has resulted in a new perspective on privacy aimed at creating more
control and transparency instead of shielding it off. Give the
citizen/customer the control over their own dataflow by making
what happens to their personal data transparent in an easy
way. This makes technology, such as encryption, essential.
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Figure 3: The government should act more
decisively against cybercrime.

Figure 4: It is justifiable for the government (the
police) to have additional authorization to backhack the computers of suspects.
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Figure 5: How do you feel about the government
sharing your personal data with intelligence services?

4% 13%

53%

30%

2016
Don’t know
I would definitely have problems with that
Only after I have given my explicit consent,
for certain specific data
Fine, I have no problem with that

Technological advancements such as encryption do not only
offer governmental agencies and citizens opportunities to
tighten security in the fight against cybercrime; but criminals
and unfriendly governmental agencies also embrace the same
technological advancements. The arrival of quantum computers and the “Internet of Things” accelerate this rat race. The
Internet of Things (IoT) comprises of sensors, connected to
physical objects, which send information and reports about
themselves. Application of IoT in the railway system takes
place by connecting sensors in signs, trains, railroad switches
and cameras which can combine information. This is used for
maintenance scheduling, for example, but it can also be valuable for retrospective analysis of which circumstances contributed to an incident.
The use of biometrics as a means for authentication also
brings new dilemmas with it. Unique biometric characteristics
such as finger prints, voice, iris of the eye, or DNA are used at
an increasing rate to grant a user access to a service. A good
example would be the new smartphones which require users
to provide a fingerprint instead of typing in an access code.
The ease of use is clear. One no longer needs to remember
and constantly change passwords or codes. However, the
unique physical characteristics are stored in the device for the
sake of this access, and therein lies the danger. Stolen passwords can be changed quickly, but you cannot replace a fingerprint.
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Even with technological advancements such as quantum
computers and biometric applications, people continue to be
the weakest link in the chain. It is easy to persuade people.
They exhibit pre-programmed behavior that criminals know
how to capitalize on. For example by using phishing emails
through USB sticks that are left behind or through “evil twin”
Wi-Fi hotspots. The risks for these types of social engineering
can be reduced by practicing with them. An example would
be a social engineering assessment with which a trained
social engineer is commissioned to attempt to steal as much
sensitive information as possible. Communication about the
results afterwards helps to greatly raise one’s awareness.
So what happens if it goes wrong? In any case, it is then
a matter of limiting the damage and maintaining trust.
Communication to those involved is crucial. Meeting that need
involves working out a communication strategy beforehand.
Who is going to communicate with whom, what is the minimum that must be conveyed, when and through which channels? This is certainly important for organizations in the security domain because they usually work with sensitive data and
trust is the basis for their legitimacy.

Figure 6 : To what extent do you trust the government to handle your personal
data securely and safely?
Government
Tax authorities-DigiD
Banks

Web shops

45

8

Google 1

Energy suppliers 1
App developers/providers
for Smartphones

Completely agree

Agree

Neither agree nor disagree

Digital is the new normal. This also applies to the security
domain. In actual practice, however, we still see differences
between generations. Youths (up to 21) have grown up in the
digital age and we can justifiably call them “digital natives”.
The older generation (older than 50) usually have more difficulty keeping up with digital innovations, and we call them
“digital immigrants”. And then between these two age groups
there is another one whose knowledge about and use of computers depends on personal preferences. Schools can have
an important role in encouraging digital security. Secondary
schools deal differently with learning programs regarding this
topic. There are no clear teaching objectives, not much theory
exists, and lesson material has not been developed sufficiently.
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This trust also applies to the treatment of victims in criminal
law. The way in which criminal law organizations interact
with victims and provide them with information affects these
victims’ subjective sense of security. The Victim Information
Portal is a digital platform to meet this need.

6

8

52

6

3

36

46

18

2

33

31

2

11

10

46

13

2

36

38

38

8

Telecom companies 1
Schools

44

10

10

22

42

29

3

Hospitals

37

40

9

Insurance companies

32

42

15

2

13

39

39

7

12

Completely disagree

Cybersecurity in companies should also be a standard component of mainstream security processes. Organizations in the
critical infrastructure surely have to make digital security part
of their operational processes. The Chief Information Security
Officer (CISO) plays a significant role in that. The constant
new streams of digital threats and the changing legislation are
changing the CISO’s role. These CISOs will have to let go of
their traditional focus on IT so that they can better manage the
constant fluctuating balance between business (where money
is earned) and IT security: each of which needs the other. But
to prevent security from being regarded as an obstacle, the
CISO needs legal skills along with technical knowledge.

Figure 7: I would like the government to send notices via apps
or social media about potentially unsafe situations.
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Security is often a standard on management’s agenda in companies prone to security
risks, such as companies subject to the Dutch Hazards of Major Accidents Decree.
These organizations are constantly aware of the risks. That is why these companies,
along with the government, can have an effective role in communicating and interacting with the rest of digital society. Almost 60% of the Dutch would like to be kept
abreast of unsafe situations. Digitalization helps achieve that; not only for the citizens,
but also to reinforce collaboration within the supply chain in the area of security.

About the author
Erik Hoorweg MCM is Vice President at Capgemini Consulting and responsible for the Public
Order and Security sector.

For more information about Public Order and Security, please write to
trendsinveiligheid.nl@capgemini.com
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Privacy as a means of exchange:
unavoidable but also acceptable?
What do we think about the balance between the use of apps
and the privacy of their users?
Eva Miltenburg MSc, Josca Smallenbroek MSc and Evelien Zuidam MSc
Users are often unaware of the amount of personal data they release when installing an app.
Highlights
• The demands for processing personal data are
clear.
• The user releases personal data when accepting
the terms of an application.
• Users are not aware of the amount of personal
data that they release upon installing an app.
• The elements of risk management help with
raising the awareness of risks and the measures
that should be taken.
• Users, application developers and the government
have a shared responsibility in the creation of this
awareness.
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Human versus machine: measures
against mass surveillance
Which measures can governments take to better equip
citizens against mass surveillance?
Drs. Melle van den Berg, Daphne Gerritsen MA and Ton Slewe MBA

To arrange better security against spying governments and companies, much will be invested in
concrete technical measures in the coming years.
The Netherlands, including the government, can
be a frontrunner in this.

Highlights
• Privacy is not a given, but something that has
to be secured.
• The Dutch government can take a prominent
role in enhancing privacy.
• Encouraging the implementation of technical
measures such as encryption is a big step in
the right direction.
• Citizens themselves can also implement security measures against mass surveillance.
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Legal dilemmas in digital
investigative research
What legal dilemmas are digital and internet detectives facing
in the area of digital investigative research?
Fleur Tamsma MSc and Jule Hintzbergen
Digital and internet detectives currently have
limited legal resources for collecting digital
evidence and investigating suspects.

Highlights
• Logging in with tapped or found passwords is
not permitted.
• Searching through social media of victims with
the consent of surviving next of kin is legally
debatable.
• The Act on Special Investigative Police Powers
(BOB) is often insufficient.

The Cybercrime III Bill:
• It is possible for the police to break into servers,
even if they are found abroad.
• Pedobaiting (using adults who pretend to be
minors).
• Online commercial fraud falls under criminal law
instead of civil law.
• Stolen computer data is an independent offense.
Security firms have acquired a lot of experience
in cooperation with the law, health care sector
and local governments when handling complex
cases. Digital facilities like the GCOS offer possibilities for coordination and alignment in the
social domain under new municipal direction.
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Quantum computers
crack encryption
Do we need to measures right now to protect your data?
Ton Slewe MBA and Pieter Rogaar MSc
The concept of quantum computers – computers with many new possibilities – has existed
since 1981. Initially, creating a quantum computer was thought to be impossible. That has
since changed and a lot of money worldwide
is being invested in the development of stable
quantum computers.
Highlights
• The TU Delft in the Netherlands is investigating how
to make a working prototype. The TU Eindhoven
has a leading role in the development of encryption that is resistant to quantum computers.
• In the future an attacker cracks information from
now with quantum computers.
• Consider taking measures now to protect your
data!
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How the Internet of Things
can increase security in
the transportation sector
Does the development of the IoT provide opportunities for the
railroad to be more efficient for the operator, and more efficient
and easier for the passenger?
Roy Oudeman MBA and drs. Melle van den Berg

The Internet of Things (IoT) has enormous
potential - for the transportation sector, for
example. It is not only scheduling and maintenance processes that can be arranged more
efficiently, transportation security can also
improve to a great extent in comparison with
security systems which do not have internal
exchanges of information.

Highlights
• Preconditions are increasingly more present in
order to make the IoT a success.
• The IoT not only has the potential to make transportation and maintenance more efficient, it can
also increase security.
• The increase in security applies to the infrastructure and the means of transportation, and also to
the passenger and the railroad engineer.
• Applications are sensitive to willful and other disruptions, which is why the management of risks
has to be well thought out beforehand.
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Biometrics: a future without
passwords?
To what extent can secure use and storage of biometric data
for authentication be guaranteed?
Sjoerd van Veen MSc and Gijs Daalmijer MSc
Use of biometry in governmental applications
is often met with resistance, whereas its more
broad application in the consumer market
seems to be embraced by consumers.

Highlights
• End of the password era?
• It is impossible to imagine not using biometrics
as a means of authentication?
• Guaranteeing safe storage of biometrics is
essential for its success.
• A clear and transparent policy regarding
biometric applications is lacking.
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Human influence is child’s play:
weapon yourself against
social engineering!
How do you protect yourself and your organization from being
persuaded by cyber criminals?
Jan de Boer MSIT and Guido Voorendt
Social engineering is the attack strategy which
abuses human traits to gain access to confidential information or to tempt someone
into carrying out a certain activity. This article
addresses the psychology behind social engineering, highlights technological means cyber
criminals use in 2016, and shows how to equip
oneself and one’s organization.
Highlights
• Social engineering is the manipulation of human
behavior through the use of the principles of
persuasion.
• People exhibit pre-programmed behavior that
criminals abuse.
• Social engineering is being applied more broadly
through digital channels.
• Learning through experiencing can make citizens
and organizations less vulnerable.
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Communication after a data leak
is crucial for maintaining trust
How do you, as an organization in the security domain,
structure communication after a data leak?
Daphne Gerritsen MA, Martine Middelveld MSc and Christian le Clercq LLM MSc
The Mandatory Data Breach Notification has
been in effect since 1 January 2016. This requires
a carefully structured communication strategy
with the victims in the event of a data leak.

Highlights
• The Mandatory Data Breach Notification has
been in effect since 1 January 2016.
• Organizations in the security domain often
process very sensitive personal data.
• A data leak can possibly lead to loss of trust.
• A properly structured communication strategy
can reduce the disadvantageous effects of a
data leak.
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Interaction and information
as the flywheel for the trust of
victims in criminal law
How can the Victim Information Portal contribute to victims
in criminal law having more trust?
Eva Miltenburg MSc and Karina Rauh MA
Interaction, information and easy access are
important for the trust of victims in criminal law.
What does this mean for the motivation and
use of the Victim Information Portal?

Highlights
• The conduct of organizations in criminal law affects
the victims’ subjective sense of security.
• Information and interaction are important elements
for trust, which the Victim Information Portal can
provide.
• Trust of victims requires that the information and
interaction be formulated by one government in
which all the organizations in criminal law have a
role.
• The Victim Information Portal can be structured
using the customer journey.

16

Trends in Veiligheid 2016

Digital security starts at school
How do officials, teachers and students become more
cyber aware?
Evelien van Zuidam MSc and Martine Middelveld MSc
Cyber threats and vulnerabilities increase in
education. Being sufficiently aware about the
risks and the impact would make the schools
more secure.

Highlights
• Digitization of schools and education increase
threats and vulnerabilities.
• Officials and teachers often have little knowledge
about cybersecurity because of the rapid developments.
• Students are usually early adopters of digital developments and need guidance in dealing with digital
devices intelligently and safely.
• Awareness in the school setting (officials, teachers
and students) about cybersecurity greatly affects
the safe school setting.
• Cooperation between schools and others involved,
through intense mutual dependence, is necessary
in order to battle against cyber threats.
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Interconnected cybersecurity in
mainstream operational processes
Is cyber defense in the very capillaries of the design,
construction, breakdown and maintenance processes
of our vital infrastructure?
Christiaan van Essen BBA, Milé Buurmeijer and Roger Wannee
As technical automation manager in the Dutch
vital infrastructure, you want cybersecurity to
have a meaningful place in the daily course of
events. How do you ensure that happens, and
do the activities that you undertake keep you
“in control”?
Highlights
• Cybersecurity has to have a place in the operational processes of our vital infrastructure.
• Estimate the workload and additional services of
cybersecurity and budget for it. Use the existing
tools and approaches to gain insight into the
amount of work needed.
• Invest in an improvement program to embed –
and operationally schedule – cyber defense.
• The maintenance engineers of “control and instrumentation” should learn the Getting Things Done
(GTD) approach. This also works for the existing,
non-security-oriented tasks.
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The Chief Information Security
Officer in 2016
New challenges require new competences.
Guido Voorendt and drs. Matthijs Ros

With the constant flow of new threats and changing legislation, the role of the Chief Information
Security Officer (CISO) is also changing.

Highlights
• The CISO is getting an increasingly more
important role.
• The development of digital threats brings new
challenges.
• The competence profile of the CISO is adapting.
• In actual practice there are three types of
CISOs.
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The industry ensures a safer
environment
Which factors contribute to improved environmental security
in the chemical industry, and which positive side effects does
this provide these companies?
Drs. Erik van den Berg, drs. Stijn de Keijzer MS and drs. Roy Schinning-Woltring MBA
A natural tension has traditionally existed regarding the chemical industry and the security
in the area where a company is established.
Experience has shown there are great consequences when things go wrong. The government’s role pertaining to environmental security
is to monitor and supervise. In this article we
show that the company itself has to make a
genuine contribution to improve security. The
company can make a main contribution to
general environmental security through leadership, cooperation, professionalization and digitalization.
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Highlights
• At the national level, companies subject to the
Hazards of Major Accidents Decree take their
responsibility for integrated security.
• Specific developments show that collaboration
between private and public organizations contributes
to greater security and that it pays off. The chemical
concern as a good neighbor!
• Digitalization is the fast profit taker.
• Leaders in the industry who make security a priority
score better on all fronts.

Thought leadership
Are you interested in other publications? In addition to our annual Trends in
Security report, we also publish other reports, studies and white papers that may
be of relevance to you. An abridged list is included below.
A complete overview of our publications can be found at
www.nl.capgemini.com and www.nl.capgemini-consulting.com.
Identity crisis: how to balance digital transformation and user security?
Research conducted by Capgemini and RSA show that organizations that want to hitch a
ride on digitization by developing and offering fast, new online services often invest too little
in adequate cybersecurity measures. This assures there will be considerable risks, mainly
for the way in which access by users is set up. Further, the results show that companies
are already taking action to strengthen their existing security measures. Investments in
Identity and Access Management (IAM) increase remarkably, especially in the aftermath of
severe security incidents.
https://www.capgemini.com/identitysurvey

World Quality Report 2015-2016
The seventh edition of the World Quality Report by Capgemini, HP and Sogeti demonstrates that the rate with which digital transformation is taking place is seen as the most significant obstacle in the development of software. 55% of the organizations say that changing
application functionality is their greatest challenge. To gain control over the flow of new
applications organizations in the Benelux region annually spend 11% more on testing and
quality control. The World Quality Report annually investigates the actual state of affairs in
the area of quality control and software testing in different sectors and regions worldwide.
https://www.nl.capgemini.com/thought-leadership/world-quality-report-2015-16

Future proofing eGovernment for a digital single market:
eGovernment Benchmark
Capgemini carries out the annual benchmark study on the state of affairs in the area of
eGovernment of the European Commission. The most recent study shows that Europe is
“growing up” digitally because increasingly more online governmental services place the
user more central. Member states have to focus on improving access through mobile devices, transparency and simplification. The eGovernment Benchmark looks at how governmental services “can function twice as good in half the time, for half the amount of money”.

https://www.nl.capgemini.com/bronnen/volledig-rapport-future-proofingegovernment-voor-een-digital-single-market
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Dutch Cloud Readiness Report 2015 – from ground zero to cloud nine
It is expected that in 2020 organizations and consumers worldwide will collectively spend
170 billion euro on cloud services and applications. This is more than four times the spent
in comparison to 2014. The Netherlands, with a cloud adoption grade of 28%, was ahead
of the EU average of 19% in 2014, but how do Dutch companies actually implement cloud
technology and are they equipped to take full advantage of its potential? These and other
questions are answered in Capgemini’s 2015 Cloud Readiness Report.
https://www.nl.capgemini.com/cloud-services/cloud-rapport-nederland-2015-van-groundzero-naar-cloud-nine

Digital Transformation Review 8: The new innovative paradigm of
the digital era. Faster, cheaper & open.
In this edition of the Digital Transformation Review we investigate how organizations can
create a sustainable and successful innovation strategy. The investigation is based on the
worldwide panel of managers in the branch and academics at Capgemini Consulting. Four
themes are explored: Which digital innovations should be on the agenda at organizations?
How should companies promote and anchor innovation within their culture? Which lessons
can we learn from organizations that stand out because of innovation? What is the role and
the impact of innovation centers?
https://www.nl.capgemini-consulting.com/bronnen/digital-transformation-review-deg8-hetnieuwe-innovatie-paradigma-van-het-digitale-tijdperk

Organizing for digital: why digital dexterity matters
This report by Capgemini Consulting and the MIT Center for Digital Business shows that
few organizations implement digital technologies that enable their companies to evolve
into a digital organization. Companies that do this possess “digital dexterity”, or rather the
possibility to quickly adapt the organization-design through sequential transformations.
Examples of this would be having increasingly more intelligent organization of systematic
data-driven decision-making, delegating more decision authorization to coworkers at the
frontline of the organization, and having more effective internal and external cooperation.
https://www.nl.capgemini-consulting.com/bronnen/digital-transformation-review-deg8-hetnieuwe-innovatie-paradigma-van-het-digitale-tijdperk
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Blogs

Our consultants and thought leaders work on a daily basis with organizations,
processes, policies, management and set-ups within the broad domain of security.
They frequently publish articles on our blogs in order to keep you updated about new
insights, trends and developments.

Security and Legal chain blog
Laying the links in the security domain
and enhancing its performance.
Go to the blog via www.nl.capgemini.
com/blog/insights-in-security-blog
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Trends in Security blog
Blog about trends and developments in the Public
Order and Security domain. Go to the blog via
www.nl.capgemini-consulting.com/blog/veiligheiden-rechtsketen-blog
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