Management Summary
Trends in Security 2017
That digitization is changing our society is, in itself, nothing
new. The speed of change, however, is often underestimated.
Technology is not evolving linearly, but exponentially, and our
brains are not suited to think exponentially. Some idea of this
speed, however, is necessary if we want to understand the
significance of the current trends in our society. This involves an
understanding of the connections that are driven by the developments:		
•
•
•
•
•

Connections between devices
Connections between enormous amounts of data
Connections between organisations
Connections between government and citizen
Connections between privacy and security

This edition of Trends in Security provides in-depth discussions
of these connections.
The exponential growth of technological possibilities represents
enormous opportunities for industries as well as the consumers,
but especially for the public sector, as a means to boost public
safety.

Figure 1: More than half of the Dutch people are
worried about the increase in insufficiently secure
technologies that are connected through the
Internet.
To what extent do you agree with the following statement?
I am worried about the growing number of insufficiently
secure technologies that are connected through the
Internet (e.g. thermostats, smart meters, alarms, smart
televisions, etc.).
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A society - where everyday objects are fitted with interconnected sensors - has an unprecedented source of data at its disposal. If these sensors are specifically concerned with safety
and security, they are part of the so-called Internet of Safety
and Security Things (IoSST). IoSST represents opportunities
for the enforcement of public order and safety. As an example,
through the automatic combination and analysis of data concerning public spaces, we are able to anticipate risks to safety
and liveability. Dutch people, on the whole, are positive about
technologies that help improve safety. (Figure 2 and 3).

Figure 2: : Bodycams, biometrics, and safety
cameras are considered to be positive. Most
respondents have not yet formed an opinion
about drones.

The success of the Internet of Things (or IoSTT) depends on
the security of its parts, i.e. the devices. These devices are
simple computers with processors, memory, software, and
networking ability. This entails new vulnerabilities such as insufficient identity control, imperfect authorization, device registration issues, lack of a safe updating mechanism, and reliance
upon standard passwords. Citizens are aware of these vulnerabilities. The majority of citizens feel that the level of knowledge
surrounding this area should be improved (Figure 4).

Figure 4: More than 60% feel it is necessary to
improve citizens’ knowledge about privacy as a
factor in app interaction.
To what extent do you agree with the following statements?

How do you feel about the following technologies that may
be used to improve your safety?
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I think that the fact that personal data is increasingly shared, for instance through
mobile apps, exacerbates criminal behaviour such as information abuse.
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Figure 3: Cameras in public spaces are mostly
regarded as comforting and safe, rather than
annoying and as an invasion of privacy.

Completely disagree*

*8 percent does not have an opinion
Improving the knowledge level of citizens with regards to privacy matters
involved in the installation and use of applications is absolutely necessary.

As an effective measure towards better security, Identity and
Access Management (IAM) principles and techniques should
be applied to these devices.

I feel the growing number of cameras in public spaces is…
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By connecting and analyzing real time data, it is (with regards
to public order and enforcement) possible to predict when a
shopping street will get busy or when a demonstration will start
to get out of hand. This allows for timely
preventive
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On social media, the number of threats and announcements of
assaults is increasing rapidly. A murderer, for instance, recently
posted a live movie of the actual murder on Facebook, including footage of him promising to make more victims. It took
about two hours for the message to be removed. The larger
part of threats, however, is not serious enough to warrant extra
investigation. Dealing with false information on social media
takes a great deal of police capacity. For this reason, the ability
to quickly and thoroughly analyze social media messaging is
crucial. There is enough support, among the public, for the use
of social media data in the tracking down and preventing of criminal activities (Figure 5). Plus, there is a strong conviction that
the growing amount of information on social media increases
the effectiveness of police work (Figure 6).

Figure 5: The absolute majority thinks that the
government should make more use of social
media in tracking criminal activities
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Figure 6: Eight out of ten Dutch citizens are
convinced that the increasing availability of
information will lead to better chances of crimes
being solved
Do you think that the increasing amount of information (through
internet, social media, and data file integration) will influence the
chances of crime fighting?
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Pro-active passive monitoring allows for social media monitoring without human interference. Complex algorithms signal
and analyze message contents and automatically allocate a
threat level. In case of an acute or severe threat, the system
provides a notification, whereupon immediate measures can
be taken.
These complex algorithms are examples of a new type of artificial intelligence (AI). This type of AI is “intuitive” rather than
“reasoning”. In this context, “intuitive” means “making a provisional judgement based upon an observation.” Such intuitions
are the result of the optimization (or rather, training) of complex
models through large amounts of data, until the model is able
to use patterns it has learned to make useful predictions about
new cases.
Incidentally, the use of Big Data analysis can also lead to better service provision. As an example, the Dutch Belastingdienst
(tax department) uses different data sources to build risk profiles of citizens and companies. As such, the available capacity
for enforcement can be put to use very effectively.

8

2017

2016
71

81
Yes

No

Don’t know

Figure 7: 45% of the Dutch citizens feel confident that the government handles
personal data safely
How confident are you that the following institutions will handle your data safely?
Government
Tax department
Banks
Insurance companies
Hospitals
Web shops
Google
Telco’s
Schools
Power companies
Developers of smartphone apps
DigiD
Microsoft
LinkedIn
Facebook
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emotions, what are the chances of being mistakenly regarded as a malcontent, criminal or terrorist? 71% of the Dutch
people are positive about the use of facial recognition cameras if this improves their safety. Luckily, the new General
Data Protection Regulation (GDPR) prescribes that the development of new technologies and services should adhere to
the “privacy by design” principle. As the name implies, this
revolves around the direct incorporation of safety and security measures (both technical and organizational) for the privacy of individuals into the development of a new system or
service.

This allows for high-quality, fast and efficient service provision
to the majority of taxable people; and better enforcement based
upon effective case selection.
The drawback of all these new applications of technology revolves around possible infringements upon privacy. It is interesting
to note that almost half of the Dutch people are confident that the
government will treat data safely (Figure 7). When all household
appliances start sharing and analyzing data, an accurate picture
will emerge of the daily practices of the people in the household.
And when smart cameras in public spaces are able to capture
your movements, recognize your face, and even interpret your

Figure 8: Four-tenths of the Dutch people are not worried about the government’s increasing tendency
towards privacy-sensitive measures. Three-tenths do find this development worrying.
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The increase in privacy sensitive measures
(e.g. facial recognition, finger print scan, and
data file integration) is a cause for worry.

Civil rights are too easily set aside by the
government, to the detriment of safety
and security.

Figure 9: : With regards to data exchange by institutions as a means to protect citizens’ safety, four in
ten value this goal more than their privacy.
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Connections between devices, systems, and organizations
result in digital networks and dependencies. According to
the Cyber Security Council, however, companies hardly take
into consideration the fact that, whether developing or supplying products or services, they are part of a digital chain.
Vulnerabilities in one of the chain’s segments will result in
risks for all the others. If The Netherlands is to realise its
ambition to become the “Digital Gateway of Europe,” it
should work to reinforce its cybersecurity at a network level.
Two initiatives show that public-private collaboration can
yield results: FERM in the Rotterdam harbour and the Cyber
Synergy Schiphol Ecosystem. More than 40% of the Dutch
people are positive about allowing data exchanging as a
means to improve safety (Figure 9).

Figuur 10: To what extent do you think it is
plausible that foreign powers are influencing the
Dutch government?
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Figuur 11: The government currently has enough
means and people at its disposal to guarantee
digital safety and security in the Netherlands.
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If the Dutch society wants to become more digitally resilient,
the Ministry of Defence may have to play a larger role than has
been the case thus far. In the end, our digital society is completely
interconnected with the world outside of the Netherlands. More
than 70% of citizens think it is probable that foreign powers are
influencing the Dutch government (Figure 10). Governmental
and non-governmental actors are constantly conducting digital operations, and it is hard to distinguish between allies and
enemies in the field. When we compare Dutch investments in
cyber defence to similar investments of foreign countries, the
term “digital pacifism” springs to mind. Meanwhile, the level
of digitization of our society represents a strong argument in
favor of a military strategic cyber capacity that can muster both
defensive strength and offensive strike capability. Almost 50%
of the Dutch people share this opinion. A majority thinks that
current means are insufficient. Military Defence is seen as the
primary potential victim of a cyber-attack (Figure 12).
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Figure 12: Almost half of the Dutch people feel that military defence and the army should be
supported by the government in building cyber defences.
Welke van onderstaande organisatie(s) zou de overheid moeten ondersteunen tegen een cyberaanval?
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The technological changes we have described also result in
changing working methods in the safety and security domain.
Changes, for instance, in the way the sector collaborates with
citizens, customers, partners, and executives. This demands
“agility” from organizations. This agility, however, is often thwarted by
bureaucratic systems and procedures. The amount of bureaucratic
systems is actually growing, further exacerbating the already
significant complexity. Moreover, dealing with the cause of problems is always difficult. The fact that an alternative is possible
is proven by the police organization, which has adopted new
organizing principles. Principles that redirect focus towards
the intention and away from the system world: back to a world
where trust, quality, time, attention, and freedom of choice are
paramount.
The application of these principles drives success. The
example of ZSM proves as much. Within ZSM (As Fast, Smart,
Selective, Simple, Collaborative, and Society-focused as
Possible), Police, Public Prosecution Service, Council for Child
Protection, Victim Support, and three rehabilitation organizations work together to fight common crime. In learning labs,
experiments have been conducted that are aligned to the
intention, whilst being in constant contact with the real environment by entering into dialogues about the wishes, needs,
and chosen interventions. Along the way, it was concluded
that effect measuring can make an important contribution to
continuous improvement of the working process. A structural
awareness of the effect of actions can help to keep the principle
of working aligned to the intention, and prevent a (renewed)
submergence in bureaucratic systems.
Meaningful contact between organizations in the safety and
security domain and the citizen can also be promoted through
the automation of simple communication. A chatbot (digital
intelligence), for instance, can provide an answer to standard
questions or perform referrals without the interference of
human co-workers. Existing applications such as Siri, Google
Now, and Cortana are good examples. In general, these bots
become smarter with increased usage. To complement this
advantage, the available manpower can be deployed to deal
with more complicated questions, thereby improving the service level.
Contact between citizen and police often starts at the intake
process. During the intake, information from different channels
is processed and used as input for follow-up processes. In
order to improve the connection between police and citizen in
a digital society, the current communication model needs to be
further expanded; and the police gearing to leverage the online
possibilities even more. This requires professionalization of

the service provision, by implementing an omnichannel intake
organization. Omnichannel means that citizens may use any
mix of different channels (telephone, website, police station,
WhatsApp, etc.), but receive unified information and a unified
experience throughout these channels. The channels form a
seamless whole, offering a transparent process that is completely citizen-focused.
We may conclude that technological developments enable new
connections, for instance: opportunities for preventive measures
in the public space; opportunities to provide better services
to citizens; opportunities to deploy available co-workers more
efficiently. If we want to reap these benefits, we will need agile
organizations that focus on the intention of their activities. This
will take them away from bureaucracy and propel them to a
world where trust, quality, attention, and freedom of choice are
paramount.
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