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COVID-19
While COVID-19 continues to dominate the headlines, the initial panic has waned. A new determination
to act has emerged. Countries have taken far-reaching measures and most have succeeded in quelling
the first wave of the pandemic. As we speak, these measures are being alleviated, step by step. However,
as long as the threat of COVID-19 is real, countries constantly must juggle different considerations. The
Dutch government, too, is looking for a ‘new normal’, forced to take 100% of decisions based upon at
best 50% of necessary knowledge. The new normal is increasingly dependent on the digital domain; for
instance, in (political) decision making, social interaction, working and collaboration. To allow everyone
full access to the digital world, European Commissioner Thierry Breton requested Netflix and other
heavy users of bandwidth to lower its data quality. This will lead to approx. 25% less data consumption.
In response to COVID-19, organizations all around the world are looking for Cloud-based solutions that
allow them to continue business as usual. At the same time, the number of cyber-attacks is growing
explosively. Non-digital criminal incidents are decreasing; it looks as though criminals throughout Europe
are practicing self-quarantine. Extra attention to cybersecurity and cybersecurity awareness, then, is
warranted. In this report, you will find an article that investigates whether the public cloud is safe enough
for use in the public security domain.
In this 10th edition of Trends in Security, we describe technological trends, applying them - through
our knowledge and expertise - to current trends in the public security domain. We discuss the relation
between Artificial Intelligence (AI), Sensing and Information-led operations and we examine the security
domain’s delicate balancing act between privacy, (cyber)security and investigation. By drawing parallels
between current affairs and our vision of the security domain of the future, we aim to provide an innovative
perspective on security issues.

10 years Trends in Security
Exactly 10 years ago, Capgemini published the first edition of Trends in Security. The annual report was
established in answer to our intrinsic motivation to share our thought leadership. Some of the authors
of that first report are contributing to this day, and some of the topics they wrote about ten years ago
still apply to current affairs. Still, we have come a long way since then, as society and as security domain.
Especially for large organizations such as the department of defence, cyber security was already a big
deal at the time; nowadays, it’s become an integral part of our society, playing a large role in our daily
lives. In 2010, we wrote about border management and the uses of Information-led operations; in these
times of large-scale border closing and upcoming new European directives such as EES and ETIAS, this
is still a highly relevant topic.
The field of Information-led operations has seen continuous development, at different speeds and in
different organizations. These days, usage of information as a means to manage interventions is no longer
exclusively the domain of security organizations; inspections and municipalities, too, are harnessing
information to promote security. Technological support, too, is still evolving. Recent developments in
sensor technology and advanced analysis tools have resulted in possibilities that we hadn’t heard of ten
years ago. In this edition of Trends in Security, several articles discuss Information-led operations one
of these articles introduces seven specific building blocks for a successful implementation of Sensing in
security organizations.
Over the last ten years, the security domain has
developed into a digital network organization
that’s closely connected to society. Different
events have caused technological innovation and
development to accelerate. The Nuclear Security
Summit of 2014, for instance, deployed state of
the art software and insights to protect its Wi-Finetwork. Attacks in Europe, too, have stimulated
development – both in rules and regulations and
in technology.

“

Respondents are divided with regards to
the government’s mandate to use data
to combat crime.

Rules and regulations have seen many changes over the last
ten years. In 2017, the Intelligence and Security Services Act
was implemented. The establishment of the National Police
(resulting from the Police Act of 2012) went hand in hand with a
complete overhaul of ICT capacities. In 2016, the General Audit
Office concluded that the police had indeed made significant
progress in this regard since 2011. Another significant, impactful
change is the General Date Protection Regulation (GDPR).
This report contains an article that examines the relationship
between privacy and AI.
Overall, we can conclude that, in the last 10 years, the security
domain has become more closely tied to technological
developments. This leads to the ‘million-dollar question’: how
do we prepare for the next ten years? This report discusses
the role of technology in current society. It does not aim for a
complete overview; rather, we wanted to give inspiration from
several different perspectives. By applying new technological
developments to the security domain, we give shape to our
vision of being ‘secure together’; keeping the Netherlands safe
with innovative technologies.
Statistically speaking, our society nowadays is 20 times safer
than in the Middle Ages. The trends of the bygone 10 years have
contributed to an, in objective terms, safer society. Paradoxically
however, the survey conducted by Ipsos on behalf of Capgemini
points out that the Dutch people feel somewhat less safe than
10 years ago. Every edition of Trends in Security contains research
into the sense of security of citizens. For the first time, we have
devoted a completed article to this yearly research: ‘our sense
of security over the years.’

“

The prevailing view remains in society that the
government should be more forceful in fighting
and preventing crime.

Working together with citizens, with an
innovative outlook
Looking ahead from an innovative viewpoint, there are many
opportunities to apply technologies in ways that contribute to
our security. AI is a good example; we feel it deserves a better
image, because of its great potential. For instance, applying AI
to our software systems helps us to safeguard our privacy or
to map youth criminality. The latter will then allow us to take
preventive measures.

“

The public’s trust remains a point of attention
with regards to the government’s ability to treat
personal data with care.

Bellingcat’s success proves that the availability of open source
data and tools allows citizens to make a significant contribution
to investigative efforts. This report contains an in-depth
discussion of this development. Regarding digital security from
a different perspective, digital ‘fire drills’ can help organizations
and their co-workers to become more aware of – and resilient
to – digital attacks. Another innovative solution could be the
assignment of ‘digital cyber sheriffs’, in order to promote digital
resilience in the public sector.
Looking to the future, we will have to critically assess the way
in which we organize ourselves. The aging Dutch population,
for instance, will in all probability result in capacity challenges.
Technology will play a crucial role in making up for possible
shortages and keeping the Netherlands secure. ‘Digital triage’
is an example: an information-driven approach towards adaptive
organization of the security domain. Strengthening of publicprivate collaboration would also be very helpful; a recent success
story is the Landelijk Meldpunt Internet Oplichting (National
Internet Fraud Hotline) that deploys public-private collaboration
to tackle commercial fraud.
Moreover, the security chain can become more mature through
the stimulation of collaborative efforts with regards to the
exchange of information. Predicting and assessing criminal
activities is a good example; currently, insights into security
threats are fragmented; if involved organizations succeed in
‘comparing notes’ through (anonymized) information exchange,
an integral, unified security overview emerges. Finally, crossborder collaboration at a European level will help us to strike
a coordinated digital blow against malevolent (stately) actors.
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Innovate, experiment and renew
together
What will the coming 10 years be like? Where will the security
domain stand in 2030? Renewal and change in the security
domain can be realized through larger investment into AI,
Information-led operations and Cyber Security. Innovations
in these three fields will have to go hand in hand, because
they are mutually dependent. Together, they form the digital
cornerstone of an effective security domain.
Based on this report, we can conclude that AI has enormous
potential. Of course, any discussion about AI must address
security, but we should also always consider the perspectives
of ethics and privacy. What is acceptable now, may be
unacceptable a few decades from now. What would the world
look like today, if AI in 1955 had prevented Rosa Parks from
taking a whites-only seat?

About the author

marcel.kordes@capgemini.com
Marcel Kordes is responsible for the department Business
Technology Service - Public Security Capgemini

Information-led operations has become the norm at the
strategic and tactical levels of the security domain. The
operational level yet makes insufficient use of the power
of information. All the required knowledge, experience,
information and technology is available to allow the
operation, too, to adopt an information-driven approach.
New technologies such as sensing and drones offer even more
possibilities and, at the same time, generate even more data.
The last few months have proven that our society cannot
function without IT. Our dependence on the digital world
has increased once more. Cyber security and cyber awareness
remain crucial, and continuous investment will be required to
adapt to the ongoing shift from traditional crime to cybercrime.
In response to this shift, the specialists of the security domain
will have to become generalists. Finally, the security domain will
have to hone its offensive skills, to effectively and decisively
deal with threats in the digital world.
The coming decade will see a great deal of new developments.
Where will we stand in 2030? How will we look back on the
decade we will have left behind by then? Only time will tell.
Luckily, we are well positioned to keep the Netherlands secure,
through effective collaboration and supported by innovative
technology. Smart(er) technology and best practices will allow
for efficient upscaling. And maybe we will conclude that our
sense of security has improved, that we have succeeded in
making a difference for people and environment and that we
have done more with less. We hope that the 17 articles in this
report will be a source of inspiration and new opportunities. For
now, we wish you happy reading in our report: ‘Secure Together’.
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